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«O6 ycusieHun Mep 6€30MacHOCTH NPH pabore
canempomloﬁ [OYTOM B MOAPA3ACICHUAX aKaZIeMUN»

B cooTBeTCTBUH ¢ IchMoM KomuTeTa 110 00pa3oBaHuIo OT 06.07.2024 Ne 03-17-6490/24-0-1,
mucsMoM Komurera 1o nHGopMaTH3aliy U CBI3H OT 25.07.2024 Ne 15-02-5799/24-0 «O mepax 1o
[OBBIIIEHHUIO 3aLIAINICHHOCTH MHGOPMALMOHHOK HHPPACTPYKTYPBI Poccuiickoit Penepanvn» 1 B
[eJISIX TOBBIMNEHMs 3aIIUIIEHHOCTH AHpOPMAIMOHHOH CTPYKTYPBI C HCHOIL30BAHMCM CHCTEMBI
MEXBEIOMCTBEHHOTO 3JIEKTPOHHOI'O JOKYMEHTO060pOTa, Ha OyMaKHBIX HOCHTEIX, a TAlKe c
ACIIONE30BAHMEM SIEKTPOHHOMN OYTH, B IIENSX NPEIOTBPALICHHS peai3aiu yrpo3 6e30macHOCTH
uH(pOpMALUH, CBI3aHHBIX C «(UIIIHIOM,

NMPUKA3BIBAIO:

1. TIpomomxuth (YHKIMOHMPOBAHHE aKAACMHUK B yCIOBHIX YCHJIEHHBIX Mep IO
obecrieueHrr 6€30IIaCHOCTH.

2. PykoBomuTensM  BCeX noapasaeneHuii  IPOMHPOPMUpPOBATH  COTPYAHUKOB O
HEOOXOIMMOCTH:

e [IPOBEPATH MMsl IOMEHA OTIPABATEIIS JIEKTPOHHOTO MHCHMA B HeNsX UAeHTHDUKAIIH
OTIIPaBHUTEII,

e [pHU MOJYYIEHUH MOIO3PUTEIBHOTO SJIEKTPOHHOIO MHChMa ot umenn ®CTOK Poccun
HEOOXOIMMO CBSI3aThCS C OTBETCTBEHHBIM HCIIONHHUTENICM IO paHee HaIpaBJICHHBIM
®CTAK Poccur peKOMEHIAIHAM TI0 OBBIICHUIO 3aIMUINECHHOCTH uH(OpMaLMOHHON
MH(PACTPYKTYPhI H YIOCTOBEPHTBCS B MX JICTHTUMHOCTH,

e He OTKPHIBATh IOYTOBBIC BIOXEHUs (opMaros 7z, .rar, .zip, €CIM 3aBEIOMO HE
M3BECTHO, YTO YKA3aHHBIE BIOXCHHMS JIOJDKHBI OBITH MOIYHCHBI B paMKax CBOCEH
JIESATEIIbHOCTH,

e HE OTKpHIBATH (haiJibl HCTIOIB3YIOMINC JIBOMHBIE pacIIUPEHHMs], HAIPUMED: .pdf.exe;

e [POM3BOJUTH IPOBEPKY MOYTOBBIX BIOKEHHH C HCIOJIb30BAHUEM  CPEACTB
AQHTHBHPYCHOM 3aIUTHI:

- U1 AaHTUBHPYCHOIO CpeACTBa Kaspersky Endpoint Security HEe00X0IMMO
HCIIONB30BaTh QYHKIHIO «3al|Ta OT HOYTOBBIX yIpO3» (U151 TOrO YTOOBI BKITIOUUTH
yKa3aHHYO QYHKIHIO, HEOOXOIUMO nepeiiTi B HACTPOMKH IPHIIOKEHHS U B paszielie
«BazoBasi 3aIUTay aKTHBHPOBATH QYHKIMIO «3allUTa OT IOYTOBBIX yrpo3»);

- JUISL aHTUBHPYCHOI'O CpEeNiCTBA Dr.Web Security Space He0OX0AUMO HCIIOJIB30BaTh
yrmaty SplDer Mail (mms Toro yTOOBI 3aeHCTBOBATh YKAa3aHHYIO YTHIIHUTY,
HeoOXOIMMO TepeiiTH B HACTPOWKM NPUIOKCHAS U B PA3/CIC «KoMIoHeHTHI
3AIUTH BHIOPATh ¥ AKTUBHPOBATH YTUIIATY SplDer Mail);

e OpraHuU30BaTh IIOJIYYCHHUE NOYTOBBIX BIIOYEHHH TOJIBKO OT U3BECTHBIX OTIPABUTEIICH;
He OTKpHIBATH M HE 3arpyXaTb IIOYTOBbIC BIOXKCHMS IMHCEM C TEMATUKOH, HE
OTHOCSIIEHCS K JESATEIBHOCTH Oprana (OpraHu3alim).

3. HawanpHuKY OT/Ie1a HHpOpMATH3ALUH Kosnosy A.C.:

e ocymecTBIATH pabory ¢ OJNEKTPOHHOM IOYTOM IOA YUYETHBIMH  3aUCIMH
[ONE30BATEICH  ONEPAIMOHHOM CHCTEMBI € MHHUMAIBHBIMH - BOSMOXHBIMH
IpUBIIETHSME (U1 ONEPAIMOHHBIX  CHCTEM cemeiictBa Microsoft Windows



OrpaHUYCHHUC l'IpI/IBI/IJIeI‘I/Iﬁ MOXHO OCYIICCTBUTH 4YE€pE3 «Ilanens yIpaBJICHUA» —
«Y4yeTHBIE 3aIIUCH TI0JIH30BATENEH» — ((YHpaBJIeHI/IC Y4YC€THBIMHA 3aIII/lC$IMI/I))).

4. IlpuHATH K CBEJICHHIO, YTO OTBETCTBEHHOCTH 3a O0ECIIEUeHHE 3alUTHI MHPOPMAUK Ha
paboyeM MecTe I0JIB30BaTENs BO3JIAraeTcs HEMOCPEACTBEHHO Ha IOJb30BaTeNs (MOTpebHTeNs
uHpOpMAaIyy).

5. Hawampnuky otnena uHbopmartmsamuun KosmoBy A.C. ¢ IIeIblO  OIEPaTHBHOTO
MH()OPMUPOBaHHS COTPYAHUKOB Pa3MECTHTh HACTOSIIMNA MpHKAa3 Ha caiiTe akajleMHH B pasjene
«Mudopmanmonnas 6e30macHOCTb» B ¢pok 10 12.08.2024.

6. KoHTpoJb 32 MCIIOTHEHHEM HACTOSIIEro IPUKAa3a BO3JArai0 Ha 3aMeCTHUTENs JUPEKTOpa
110 MH(OpPMATU3AIMY U BHEITHUM CBsi3siM Y psijioBa A K.

.

" AupexTop akajieMuu B.A. Hukutun



